VPN Login Portal:

https://59.145.220.98:4433
https://59.145.220.134:4433
https://123.63.10.2:4433
https://122.252.250.154:4433

Access the user portal

You can access the user portal in the following ways:
Browse to https://<Sophos Device IP Address>:4433
Ex. https://59.145.220.98:4433

On the user portal sign-in page
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VPN Portal

Login your shared credentials

Ex. Username: test_vpn and password: ***** (only type password)



SOPHOS

Username

Password

VPN Portal

Once login, you will see the QR code. Download an authentication app on your mobile phone from
play store and scan this QR code.
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SOPHOS OTP tokens for test_vpn (=)

Proceed to login

Description

To be able to sign in to the portal, you must use one-time passwords. Scan the QR code using an authenticator app on your mobile device, then click Proceed to login.
The app generates a new passcode after every timestep. Enter your password followed by the passcade. Format: <password><passcode>

i Type here to search




This is authentication app you will get from mobile Play Store. Download and install the same.

Once scan will get six digit one-time password code
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Une-time password code

712 008

Then click on the “Proceed to login” and login again user id and password with authentication code.
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H pel Type here to search

Once login download the Sophos connect client setup file and SSL VPN configuration file.
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SOPHOS VPN portal for test_vpn

VPN
p— Sophos Connect client @

Logout

Download for Windows

&
<

Downioad for mac0S

VPN configuration

SSL VPN configuration @
& Download for Windows, mac0S, Linux
Use with Sophos Connect and OpenVPN Connect v2 clients
& Download for Windows, mac0S, Linux

Use with OpenVPN Connect v3 clients

& Download for Android and i0S

Once download done, install the apps and open the Sophos app or Sophos connect.
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OPHOS VPN portal for test_vpn

VPN
p— Sophos Connect client @

Logout

& Download for Windows

& Download for macos

VPN configuration

SSL VPN configuration @
-!m Download for Windews, mac0$, Linux
Use with Sophos Connect and OperVPN Connect ve clients

& Download for Windows, mac0s, Linux

Use with OpenVPN Connect v3 clients

.!'., Download for Android and i0S
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SOPHOS VPN portal for test_vpn (2]

VPN

e Sophos Connect client @

Logout

& Download for Windows

-‘m Download for mac0S

VPN configuration

SSL VPN configuration @
."., Download for Windows, mac0S, Linux
Use with Sophos Connect and OperVPN Connect v2 clients
-‘m Download for Windews, mac0$, Linux

Use with OpenVPN Connect v3 clients

& Download for Android and i0S

Sophos Connect

Import the downloaded VPN configuration file.

Connections

Sophos Connect e

For instructions on how to create a remote access profile for Sophos
Connect on XG Firewall, see the following information:
Create Sophos Connect profile

Once upload the VPN configuration file. Login user id and password with authentication code



Click on Connect

SOPHOS5 Connections Events :

@ 123.63.10.2

Connections
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Connect and login password with authentication code




Connections

123.63.10.2

Authenticate user

To connect, enter your user name and password and click Sign in

test_vpn

] Save user name and password
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Cne-time password code

712 008




Connections

o 123.63.10.2 p——

*» & Monitor connection
Connection name 12363.10.2
Gateway 29.145.220.134
Connected

Sunday, Jan 19, 2025 @ 4:36:23 AM
VPN type S5L/TCP
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Once connected, try to access the JAPIT private network which you were allowed to access.
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